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P Read the paper

22 / 90 / 99% ASR
using three trivial prefills

(Gemma-7B / Llama-3.1-8B / Qwen3-8B)

+64% ASR
RollingSockpuppetGCG over

universal GCG on Llama-3.1-8B

7 vs 64 hrs.
on A100: cheap prefill ensemble
beats expensive per-prompt GCG

The gap: attacking the model’s own voice

Aligned LLMs refuse harmful prompts (>93% on Ad-
vBench). But when a model is open-weight (or its API
exposes prefilling), an attacker can write inside the
“assistant” block, text which the model treats as its
own partial reply. Input / output filters can’t see this.

– How much does the content of the prefill matter?
– Can a lazy attacker beat the well-known “Sure,

here’s. . . ”?
– Can optimization make prefills stronger and

prompt-agnostic?

Four ways to attack an LLM

(a) Refusal → (b) GCG suffix in the user block → (c)
Prefill → (d) Sockpuppetting: an optimized suffix in
the assistant block.
Setup

Models: Llama-3.1-8B, Qwen3-8B, Gemma-7B.
Data: AdvBench “Harmful Behaviors”.
Judge: Gemma-3-27B-it (compliance vs refusal).
Threat model: white-box, or an API exposing assistant-
block prefill; no fine-tuning or weight edits.

1 Trivial prefill variants + ensembling

The standard “Sure, here is. . . ” prefill is far from op-
timal. We ensemble three near-free rewrites: Accep-
tance (as-is), Newline (add a colon + line break), and
Title (**A Guide On...**). Ensemble counts suc-
cess if any works.
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No single prefill is universal. Ensembling the three
reaches 90% (Llama) and 99% (Qwen) — up to +38%
over the standard prefill, +82% over GCG, with zero
backward passes.

2 Sockpuppetting: optimize the prefill

Sockpuppet = move the GCG suffix into the assistant
block. The Rolling variant grows it one token at a time
(instead of optimizing everything together).
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RollingSockpuppetGCG beats universal GCG by up to
+64% on Llama. The combination of rolling + assistant-
block placement is most effective.

Honest caveat. An ablation shows part of the gain
is the modified target for the rolling variant (“. Here
is. . .”). The acceptance sequence is underexplored,
even for optimization.

Takeaways & Defences

Prefilling is a
pressing threat
The near-free prefill ensemble
matches optimized attacks, per-
fect for low-resource attackers.

“Sure, here is. . . ”
is a weak target
Test defences against a range of
prefills, not one canonical string.

Filters can’t
catch this
Open-weight attacks need weight-
level defences, none yet tested vs.
prefills or sockpuppetting.
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