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TL;DR: Detect generated faces with CLIP + reconstruction errors

UNIVERSITY
OF AMSTERDAM

X
]
%

CLaRE fuses prompt tuning in CLIP with LaRE, improving previous
methods on generated face benchmarks!

Summary

« CLIP with prompt tuning is a decent generated face detector, achieving high accuracy on almost all GAN-generated face images.
 However, it underperforms for diffusion-based generators, even with extensive training.
« CLaRE improves upon CLIP for facial diffusion images, by fusing Latent Reconstruction Errors (LaRE) into the model.

1. General Pipeline

3. CLaRE Refinement
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3. Classification: Similarly to the original CLIP, we classify the image based on the
representational similarity between the “real” and “fake” text features and the combined
image features.

1. Spatial Refinement: The image is passed through the CLIP image encoder, producing
patch features. These features are pooled and flattened. The LaRE representation is
spatially aligned to image features through adaptive pooling and convolution, then

flattened. We apply cross-attention between the image features and LaRE, producing
- the first part of our image representation.
2. LaRE extraction 2. CLS Channel Refinement: We use the CLS embedding of the image encoder as a global

image representation, by linearly projecting it to the required size.
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Noise could be an important signal on their own. To aligh the dimensions, we apply pooling
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Finally, we concatenate the three representations from above to produce the combined
I image representation that is compared to the text features.
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4. Dataset

We use a subset of DF-40 for training, particularly images generated by PixArt-a and SiT-
XL/2 (diffusion-based), as well as VQGAN and StyleCAN-XL (CAN-based). The real training
images come from FaceForensics++ while the real images for testing come from FF++ and
CelebDF. We sample the datasets in a balanced manner for two types of training runs -
one with 42k total images and one with 164k.

We use the same method as the original LaRE paper to extract the reconstruction errors,
relying on Stable Diffusion 2.1. The difference between the denoised latent image and the
original latent image is the latent reconstruction error (LaRE).

5. Results

« CLaRE outperforms CLIP with prompt tuning on Midjourney 6, in term of accuracy and
especially AP, regardless of the size of the training dataset.

« CLIP with prompt tuning regresses in performance with more data, showing that it
overfits to the training datasets and fails to generalize to Midjourney, unlike CLaRE.

« Both CLaRE and CLIP with prompt tuning saturate other EFS diffusion-based
benchmarks, from which we tested Stable Diffusion 2.1 and RDDM.

« CLaRE outperforms CLIP with prompt tuning on CollabDiff, our other only diffusion-based
benchmark, even though the task of face-editing is different from the one we trained for.

« CLaRE performs competitively on most other GAN-based benchmarks, although it lags

AP on Midjourney6

07 - 0671 behind significantly on WhichFacelsReal and StarGAN V2. Given that the pipeline was
sk o optimized for diffusion-based images, the lower performance of CLaRE is to be expected.
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